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Progressive Collapse
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Progressive collapse in 
digital systems
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Techniques to mitigate a 
progressive collapse
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What happened?
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Ivy’s Flat
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A small failure results in a 
significant collapse in the 

wider system

Progressive Collapse
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US-EAST-1 Outage, October 2025
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DynamoDB
Route 53

EC2

NLB

SQS

EKS

And many more…
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https://www.thevoid.community/aws-2025-outage-graph
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https://aws.amazon.com/message/101925/

DNS Planner

DNS Enactor DNS Enactor DNS Enactor

Route 53

Took much 
longer than 
normal

New plans 
started arriving

A second 
enactor picked 
up a newer plan

The original 
enactor 
completed, then 
overwrote the 
new plans

And completed 
quicklyDNS Enactor DNS Enactor
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How to mitigate a 
progressive collapse?
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NIST 7396

https://nvlpubs.nist.gov/nistpubs/Legacy/IR/nistir7396.pdf
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1. Reduce Hazards

2. Strengthen Components

3. Reduce Interconnection
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1. Reduce Hazards
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Stop allowing gas in 
high-rise buildings

Improve ventilation
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Disabled the 
automated DNS 
management

Improved testing
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2. Strengthen Components
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Improved quality control 
& building regulations 

Re-examine the use of 
the large panel system
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How do we strengthen a 
service?
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Redundancy
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REDUNDANT SERVICE INSTANCES

Returns Returns Returns

Load Balancer

Remaining requests 
directed to these instances
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DNS Planner

DNS Enactor DNS Enactor DNS Enactor

Route 53
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Increasing a system’s 
complexity to handle more 

failure scenarios can introduce 
more sources of failure
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Underlying Hardware

Operating System

Hypervisor

VM OS VM OS VM OS

K8 K8 K8

Container 
OS

Your Pod

Container 
OS

Your Pod

Container 
OS

Your Pod

Container 
OS

Your Pod

Container 
OS

Your Pod

Container 
OS

Your Pod
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Work to fix the race 
condition
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For some users - 
considering multi-
region
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MULTI-SITE OPTIONS

Backup & Restore Pilot Light Warm Failover Multi-site

Hours or longer 
to recover

Minutes to hours 
to recover

Some load handled almost 
immediately

Active-active

Complexity in terms of 
two-way synchronisation 

of data

More continual “testing” 
possible
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Anyone telling you that two 
way data synchronisation is 

“simple” or “easy” is trying to 
sell you something
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MULTI-REGION OPTIONS

Backup & Restore Pilot Light Warm Failover Multi-site

Cost & Complexity

Increasing Recovery Time
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https://www.thevoid.community/aws-2025-outage-graph
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https://aws.amazon.com/blogs/architecture/disaster-recovery-dr-architecture-on-aws-part-iii-pilot-light-and-warm-standby/
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We’ll look at multi-
vendor cloud shortly
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3. Reduce Interconnection
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Alternative load 
bearing paths
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Bulkheads
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https://twitter.com/marinamaral2/status/985850360047783936
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Smart-device vendors 
looking at ensuring devices 
can be used without 
needing the cloud
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Why not 
multicoloud?
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You need skills and expertise in not 
just one cloud, but two (or more)
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MULTI-SITE OPTIONS

Backup & Restore Pilot Light Warm Failover Multi-site

Cost & Complexity

Increasing Recovery Time
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This is hedging against the 
risk of a whole cloud failure
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Multi-site setups can 
increase interconnection
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https://monzo.com/blog/tolerating-full-cloud-outages-with-monzo-stand-in
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Progressive Collapse
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A small failure results in a 
significant collapse in the 

wider system



https://samnewman.io/

1. Reduce Hazards

2. Strengthen Components

3. Reduce Interconnection
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https://aws.amazon.com/message/101925/
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Create every opportunity 
to learn from a failure

And share what 
you learned
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NEW BOOK IN EARLY ACCESS!

https://samnewman.io/books/building-resilient-distributed-systems/
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