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Leveraging game days

Don’t wait for an outage to 
improve your reliability



Hi, Iʼm Leo

I’m a product engineer at incident.io
I work on our on-call product

http://incident.io
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Incidents are stressful
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Incidents Fixes
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Incidents improve your reliability
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Incidents improve your reliability
How do you skip the incident?



Prepare your game day
How do you build scenarios 
that deliver on that?

01
Set the stage
What do you want this game 
day to achieve?

Game time
How do you make it feel real 
without breaking anything in 
production?

Learn and celebrate
How do you walk out better 
and wanting to do it again?
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How do you skip the incident?

Running a game day

03 04



Running a game day
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Set the stage
Prepare your game day
Game time
Learn and celebrate
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Are you testing your…

● Systems?

● Processes?

● People?

Set the stage

Define your goal
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Test response to 
unlikely scenarios

Define your goal

“How will my responders react when 
faced with this scenario”
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Test response to 
failure modes

Define your goal

“How do I build more confidence in the 
reliability of our system”
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Test fixes from a 
prior outage

Define your goal

“If the same failures happened, would 
we hold strong”
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us-east1 
outage

Can we make sure 
our fixes have made 
us robust to a similar 
outage?

Test our improved 
systems and new 
processes hold up

Game day

Define your goal
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Assemble your 
champions

Set the stage

● 1x Engineering Manager

● 1x Engineer

● 1x Platform Engineer



Running a game day
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Set the stage
Prepare your game day
Game time
Learn and celebrate



25

Coming up with 
what to break

Prepare your game day

��● Which part of your architecture have you 

always wanted an excuse to break?

● What parts of your system make you 

nervous?

● What failure modes have you seen 

before, and don't want to see again?
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How will you 
break it?

Prepare your game day

��● Can you plausibly break it?

● Do you have an environment to break 

things on?

● How will your breakages manifest?

● What mitigation steps do you expect?
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Scenario 1: third-party vendors are down
Scenario 2: dashboard usage spikes
Scenario 3: we canʼt deploy

Can we make sure 
our fixes have made 
us robust to a similar 
outage?

Test our improved 
systems and new 
processes hold up

Game day

💭

us-east1 
outage
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A third-party vendor we use for a 
feature is down

We canʼt deploy because building 
images in CI is broken

Increased web dashboard usage

Prepare your game day
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Block traffic with a DNS rule ✅

We canʼt deploy because building 
images in CI is broken

Increased web dashboard usage

A third-party vendor we use for a 
feature is down

Prepare your game day
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Block traffic with a DNS rule ✅

Trigger a malicious endpoint that 
increases CPU by calculating pi ✅

We canʼt deploy because building 
images in CI is broken

Increased web dashboard usage

A third-party vendor we use for a 
feature is down

Prepare your game day
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Block traffic with a DNS rule ✅

Break image building in CI ❌
Declare manually ✅

Trigger a malicious endpoint that 
increases CPU by calculating pi ✅

We canʼt deploy because building 
images in CI is broken

Increased web dashboard usage

A third-party vendor we use for a 
feature is down

Prepare your game day
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Put it together
Prepare your game day
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Who are 
your responders?
✓ 3-4 people per 2-3 incidents

✓ Mix of experience

✓ Small organisation → mix product teams

✓ Bigger organisation → one session = 1 
product team

✓ Involve customer success and other 
stakeholders

Prepare your game day



34

Final logistics

✓ 1 session = half day

✓ Book rooms

✓ Organise food/snacks 

Prepare your game day

✓ 🔒 Private villain channel

✓ #game-day-chat

✓ Incident tool



Running a game day
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Set the stage
Prepare your game day
Game time
Learn and celebrate
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Welcome your 
responders

Game time

✓ Give timings

✓ Establish rules of engagement

✓ Icebreaker/Warm-up
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Game time
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Time to break 
things

Game time
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Game time
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Managing stress
Game time
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Finding 
weaknesses as 
you go

Game time



Game time



Game time



Game time



Game time
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Game time
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Game time
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Game time
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✓ No more pages!

✓ Let your responders know game time s̓ 
over

Wrap it up
Game time
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Clean up your 
breakages

Game time



Running a game day
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Set the stage
Prepare your game day
Game time
Learn and celebrate
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Regroup and 
reflect

Learn and celebrate
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✓ Collect notes from what you found as a 
villain

✓ Combine your learnings with your 
respondersʼ 

✓ Find owners for the follow-ups

Follow-ups
Learn and celebrate
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✓ End it with a fun activity

✓ Make game days collectibles

Celebrate
Learn and celebrate
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Running a successful game day: a template
Summary

Game time

✓ Rules of engagement

✓ Use a private channel

✓ Manage stress

✓ Take notes

Set the stage

✓ Define your goal

✓ Assemble your champions

Prepare your game day

✓ What will you break?

✓ How will you break it?

✓ How will responders fix it?

✓ Who are your responders?

Learn and celebrate

✓ Run a retrospective

✓ Find owners for follow-ups

✓ Celebrate!
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Incidents improve your reliability
Go cause them intentionally


