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Getting to know you - hands up!
1. Who worries about a bad actor penetrating their
systems?

2. Who worries about an official body issuing fines or
taking away a license to operate?

5. Who worries that their engineering teams may not
be ready to control these risks?
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Tes: an 100 year
old education
company
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micro-services

Stream-aligned teams

Stream-aligned teams

Stream-aligned teams

Stream-aligned teams

Infrastructure Platform team

Concepts from Team Topologies
By Matthew Skelton & Manuel Pais



THE
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Many precious
things to protect
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operation
and
teacher data



Risk to our
autonomous
& high trust

teams
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Why did we think
this was possible?

We were inspired by
Shannon Lietz,

a DevSecOps leader
(GOTO 2015 « The Road To Being Rugged)



Stream-aligned teams

Stream-aligned teams

Stream-aligned teams

Stream-aligned teams
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Real world planning

Photo by Kier in Sight Archives on Unsplash



https://unsplash.com/@kierinsightarchives?utm_content=creditCopyText&utm_medium=referral&utm_source=unsplash
https://unsplash.com/photos/white-and-black-abstract-illustration-qXA4b_dZSbQ?utm_content=creditCopyText&utm_medium=referral&utm_source=unsplash
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o avoid
getting lost

[dentify
stakeholders
and the stakes



Many rivers

{0 Cross

What we need
to be more
protected from
external attacks

What we need to avoid
exposure of personal
data and reputation
damage by staff

What we need to
achieve high levels of
compliance with law
and regulations

What we need to
ensure our squads
keep us safe whilst
delivering features
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Discover

Where's the
high risk
personal

data?

Discover

where are
the risks /
exposure?

Discover

Current
polices and
guidelines
(secure eng
guide)

Threat
modelling

Internal
risk
modelling
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Meet
Stan

ates

Secure by default and design
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— STAN LEE

How do | use this standard? l :



Welcome

M e et > How do | use this standard?

How Can | Think About Risk

Stan v How much security is enough?

Everything we do should be secure

‘Secure by Default' Directives

We must make special efforts to prot...

Our working model at Tes is to operate as 'Secure by Default'. You s Handling Special Category data

software for Tes. )
How to categorize Data?

» Protect your data: find the right places for your data and code.

» Manage service credentials safely and do not share them

» Follow the principle of least privilege

» By default APIs should be internal. If public, consider if they should be secured by user or role access.
» Follow the engineer behaviour guidelines

» Avoid key known attack vectors (OWASP top 10) using Tes standard practices



PRACTICES

M e et Avoid injection via JavaScript
Stan Implement Access Control

Avoid CSRF Attacks
Avoid XSS attacks
Avoid broken authentication

Avoid modules with known vulnerabilities

Secure Code Review
Avoid Credentials Leakage

Intentional design & Threat Modelling



Trust, but verify
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y : Original by Hello I'm Nik from Unsplash -



https://unsplash.com/@helloimnik?utm_source=unsplash&utm_medium=referral&utm_content=creditCopyText
https://unsplash.com/photos/MAgPyHRO0AA?utm_source=unsplash&utm_medium=referral&utm_content=creditCopyText

Everything we do should be secure

To protect the business and all our users, all data should be held securely. It could be
damaging if control of it is lost. Additionally, we hold a lot of Higher Risk personal and
payment data and it's critical we protect this data.

If your service does not process high risk data then you must follow the 'Secure by "\ °
Default' directives. e a r | n q

We must make special efforts to protect Higher Risk

ca through

When a service is holding and processing Higher Risk data extra focus is needed to

ensure we protect this data. d d
If your service processes Higher Risk data you should follow the Higher Risk data g r a e p a V e

directives to ensure that this data is protected.

Handling Special Category data p a t h S

[gpecial Category Data is very sensitive data. We are not allowed to process this data ]

unless it is held to a higher level of compliance.
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Build Guide, Only brake as
connection don't police. last resort
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Scaled Impact

Operations: '/t changed a lot of mindsets, and
moved from security being an afterthought”

Risk: ‘Brought the most valuable assets
engineering has into security”

Engineer: "Lveryone knows where to go and
engineers are empowered to use secure by design
in everyday work"



Unplanned gains

Fixed: Authentication app occasionally placed user's password in
cookie.

Fixed: Hacker games led to engineers patching holes next day.
Protected: Higher risk data moved to safer stores
Protected: Sensitive data encrypted in Message Queues.

Prevented: Standardising security mitigated Credential Stuffing
attack.

Awareness: Board level queries and interest
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(1) Security threats are only going to increase

Phote by Jan Kopfiva on Unsplash



https://unsplash.com/@jxk?utm_content=creditCopyText&utm_medium=referral&utm_source=unsplash
https://unsplash.com/photos/a-sailboat-floating-in-the-middle-of-the-ocean-t3X3jbP92m4?utm_content=creditCopyText&utm_medium=referral&utm_source=unsplash
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Photo b Nathan Bartlett on Unsplash



https://unsplash.com/@nathanbartlettphotography?utm_content=creditCopyText&utm_medium=referral&utm_source=unsplash
https://unsplash.com/photos/a-police-boat-traveling-down-a-river-next-to-a-dock-NybXcorrd6Y?utm_content=creditCopyText&utm_medium=referral&utm_source=unsplash

How to start

1. Charter a team to solve the problem
2. Connect them up to what's important
5. Set a standard that helps delivery

4. Focus on community not correctness




lakeaways

https://engineeringandcareering.co.uk/ldx3




